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Networked Persistence Mechanism Technology 
Primer

ÅThis primer presents networked persistence mechanism technology across 
enterprise networks

ÅThe following two documents are prerequisites for the understanding of this 
primer

ÅFor persistence mechanism technology at endpoint computers please refer to:

ÅA Persistence Mechanism Technology Primer, 2016, PersistenceMechanisms.com

ÅPersistence mechanism whitepaper: 

ÅPersistence Mechanisms as Indicators of Compromise,Sampan Security, Inc.
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http://persistencemechanisms.com/downloads/PM_Primer_2016.pdf
http://persistencemechanisms.com/downloads/Sampan_Security_White_Paper_Persistence_2016.pdf


A Refresher on Cyber Security 
from

A Persistence Mechanism Technology Primer
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Cyber Security
Facts

Zero-day attack incidents and major breaches are becoming increasingly 
pervasive as seen in news headlines
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Cyber Security
Facts

Many of these affected businesses were equipped with top of the line 
enterprise network security appliances and elaborate security solutions 
on all endpoint computers, yet they failed to detect the Zero-day attacks 
that resulted in severe loss of data
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Cyber Security
Facts

These deployed solutions are mostly based on a ñperimeterò defense 
approach, using virus and malware signatures for detection

A Networked Persistence Mechanism Primer 7



Cyber Security
Cyber Attack Characteristics

ÅMulti -Stage Attacks: Targeted attacks and Advanced Persistent Threat

ÅMostly traverse through enterprise network to access and exfiltratecritical data 
from valuable endpoint systems

ÅMultiple vectors/actors with different types of malicious actions for 
each attack incident at each attack stage
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Cyber Security
Zero-day vs. Known Malware Attacks
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Indicators of 
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Persistence mechanism is an 
early key marker event in the 
malware kill chain

ÅSignature-based security 
solution is very successful at 
gate/perimeter

ÅSuccessful Zero-day attack 
detection usually occurs 
beyond the perimeter



Cyber Security
Multi -stages of An Attack Lifecycle

ÅInitial compromise (1,2,3)

ÅEstablish foothold (3)

ÅEscalate privileges (3,4)

ÅInternal reconnaissance (4,5)

ÅMove laterally (5)

ÅMaintain presence (6)

ÅComplete mission (7)
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Advanced Persistent Threats, SP Guard APT/SpearphishingDefense from Iconix.com

http://sp-guard.iconix.com/apt/


Cyber Security
Malware at Endpoint Computers
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üEach stage of a cyber attack 
could have multiple actors with 
different types of malicious 
actions

üThere are an unknown number 
of payloads per Zero-day attack 
incident



Cyber Security
Zero-day Attack Detection

ÅZero-day Attack Detection Criteria

Å No security solutions can detect all Zero-day attack payloads because there is no signature

Å Only need to detect one attack stage of any cyber attack

Å Only need to detect one actor/vector of each attack incident per attack stage

Å Zero-day attack detection triggers the incident response to enter containment and remediation 
phases to remove the cyber attack payload and footprints

ÅPersistence mechanism is an early key marker event in the malware kill chain
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Persistence Mechanisms
Persistence mechanism methodologies

ÅDiscover all endpoint persistence mechanisms              

ÅAuthenticate all discovered persistence mechanisms using their metadata

ÅFor Discovery & Authentication please refer to the prerequisite

ÅStack all discovered and authenticated persistence mechanisms from all endpoint 
systems across the enterprise network for monitoring, malware triage, and 
forensic investigation

Å Stacking needs flexible GUI on networked persistence mechanisms to filter and focus on 
specific PCs, workgroups, persistence mechanism types and timeline for situational 
awareness and incident investigation

Å Stacking needs to support continuous monitoring for attack in progress alert, detection, and 
containment
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http://persistencemechanisms.com/downloads/PM_Primer_2016.pdf


Networked Persistence Mechanisms
The Technology

Networked persistence mechanism technology needs to deliver solutions 
that support the methodologies of Enterprise Security Operation Center; 
The OODA Loop:

ÅObserve: on enterprise threat situational awareness

ÅOrient: to suspicious threat events through sorting and filtering

ÅDecide: if suspicious or malicious threat events have been validated

ÅAct: to issue commands of quarantine/containment to all at-risk systems
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Networked Persistence Mechanisms
The Technology

Networked persistence mechanism technology needs to deliver the 
following capabilities:

ÅContinuous monitoring and real-time enterprise threat database updates

ÅBack end enterprise threat information data mining with authentication

ÅThreat information display with sorting and filtering features

ÅMechanisms to issue commands to at-risk systems from a central console
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Networked Persistence Mechanisms
The Requirements

For Enterprise Threat Situational Awareness Management

ÅEnterprise endpoint computers display in business groups, locations, 
domains, workgroups

ÅPersistence mechanisms and the associated authentication distribution 
across the network in birdôs-eye view

ÅPersistence mechanism change event alerts with timeline across the 
network from a birdôs-eye view
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Networked Persistence Mechanisms
The Requirements

For Continuous Monitoring and Attack Detection

ÅContinuous monitoring on all persistence mechanism change events 
across the enterprise

ÅReal-time notification of attacks in progress by identifying malicious 
persistence mechanism change events through real-time authentication

ÅInstant association with past events and endpoint computers of the same 
persistence mechanism change event for enterprise security operation
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Networked Persistence Mechanisms
The Requirements

For Incident Response and Forensic Investigation

ÅReal-time threat data maintenance of persistence mechanisms across 
network for anytime incident response and forensic investigation

ÅFor the enterprise network, stacked persistence mechanisms of unknown, 
suspicious, and malicious nature should render first responders to:

ÅConfirm the breaches by identifying the malicious persistence mechanisms and its timelines

ÅIdentify at-risk systems across the network containing those persistence mechanisms

ÅInitiate containment and remediation process for those at-risk systems
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Persistence Mechanisms
on PC

ÅPersistence mechanisms must be discovered and authenticated

ÅPersistence mechanism display:

ÅFilter out legitimate and known good persistence mechanisms

ÅConcentrate on unknown, suspicious, or malicious persistence mechanisms

ÅAutomatically quarantine suspicious and malicious persistence mechanisms 
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Persistence Mechanisms
on PC

ÅPersistence mechanism attributes:

ÅMostly static

ÅFew are dynamic and need to be authenticated in real-time

ÅPersistence mechanism data sources:

ÅSnapshot based threat database for postmortem forensic investigation only

ÅReal-time basedthreat database for:

ÅContinuous Monitoring

ÅAttack in progress detection

ÅAttack containment and remediation

ÅPostmortem forensic investigation
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Persistence Mechanisms
PC Data Display

In Windows PC environments, persistence mechanism attribute display:

ÅRegistry entry name

ÅRegistry entry type

ÅImage file path

ÅImage authentication result using MD-5, SHA-1, SHA-256

ÅCompany name and file properties

ÅLast change date-time stamp

ÅWho makes change (Parent process)

ÅPersistence mechanism change event detection (real-time only)
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Persistence Mechanisms: PC Data Display

22PC Persistence Mechanism Overview Display: Click image for detailed view

http://firetower.net/images/FTGPCmain.png
http://firetower.net/images/FTGPCmain.png


Persistence Mechanisms: PC Data Display

23PC Persistence Mechanism Detail Display: Click image for detailed view

http://firetower.net/images/FTGPCare.png
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Persistence Mechanisms
Networked Data Display

Enterprise-wide persistence mechanism data attribute display:

ÅSituational awareness view of networked persistence mechanisms with authentication

ÅActivity view for attack-in-progress detection through persistence mechanism change 
events

ÅNetworked persistence mechanism forensic view based on registry type

ÅNetworked persistence mechanism forensic view based on image file path

A Networked Persistence Mechanism Technology Primer 24



Persistence Mechanisms: Networked Data Display

25
Situational Awareness Dashboard: Click image for detailed view

http://firetower.net/images/WCCDashboard.png
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Persistence Mechanisms: Networked Data Display

26Inter-Host Intrusion Prevention (IHIPS) System Activity View: Click image for detailed view

http://firetower.net/images/IHIPSactivity.png
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